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V-BOX

WECON VPN passthrough tool use steps

1. List of program documents

® PCterminal program : Vpn_PCclient.zip
® V-BOX Monitoring Configuration Tool: V-Box Install.zip
® |Instructions for using V-BOX WVPN(WECON VPN) passthrough.pdf

2. Requirements

® PC program, currently supports

WIN7 32/64 system

WIN10 32/64 system
® V-BOX Monitoring Tool

Support to update S4G, E4G, HAG V-BOX mirroring to a transparent version
® V-BOX

Need to be able to connect to both Ethernet and WIFI at the same time or Ethernet and
4G at the same time

3. V-BOX

Install V-Box Install.zip

Install the latest version of V-BOX.

= = = b fERrEEE
. (FRBF) =
[55]V-Box Install 20200904VPN.exe 745 MB 744 MB NAER 2020-09-04 09:41
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After the installation is complete, the following icons will be added to the desktop.

Wecon PLC
Editar

Double-click to open and enter the main interface of the V-BOX

Dark color version Light color version

Operation 1. Click to enter the download interface
PC connect box with remain clear

USB-Download
® i Detected V-BOX S-00

OLocal network \ V0100118112401306bc8025blec
2. Two communication
53 Config network methods
—'EE Detection network
@b Update firmware
@ Update time
o Blink

g Get machine code

Ready cap [mum [scre

Download method (choose one)

® USB download

When using the USB to connect the box and the PC, you could use the USB download method to
download.
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1 2 U se U S B ca bl e to connect P C an d E.l' COOI’ verson gt COOI’ '\'EI’S | eraon
box, select USB: Download .
Operation
PC connect box with t remain e
USE:D load
® s Detected V-BOX $-00 - , _
(O Local network V0100118112401506bc80235b1ec 2. Wait for the V-BOX information to
\ be detected
ﬁ:-:; Config network
—"E’En Detection network \
3. Click Config network
@) Update firmware )
Update time
Q Blink
g Get machine code
Ready |a9 :Nm 'SaL

® Local netword download

When the PC and V-BOX are in the same network segment or different network segments but the
PC could access V-BOX, you could use the local network to download.
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a.r coor '»'erson gt COOI' \'erS . eraon
1. Click Local network Elperabion o
PC connect box with remain
USB-Download
Q = Detected V-BOX $-00 ;
| ® Local network | V0100118112401506bc8025b1ec | 4- All V-BOX IPin LAN

box IP address

Enable TCP IP scanning
2. Click the refresh button to

192.168.28 63 get the V-BOX IP in the LAN

192.168.28.207

192.168.28.63

3. All V-BOX IP in LAN

@ Config network

5. Click Config network

_rEa Detection network

@ Update firmware

Ready |cap [NUM [scRL

Config network (choose one)

® Use Ethernet and 4G to network

At this time, Ethernet is used to connect to the intranet, and 4G is used to connect to the cloud.
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Dark color version  Light color version Operation guide
Network Operation
PC connect box with configuration remain
(O USB:Download (® Local network
Server Europe v
2
box IP address
Enable TCP IP scanning [V] Enable Ethemet
192.168.28.207 a (O DHCP (@ Use a staric IP address
192.168.28.63 IP address  192.168 28,63 Subnet mask ~ 255.255.255.0
Default gateway ~ 192.168.28.1 Preferred DNS s.. Enter DNS server
Alternate DNS s Enter DNS server LANIP  Enter lan ip address
1
@3 Config network [[] Enable WIFI
2
>
o Detection network
Enable 4G
@ Update firmware @ Default APN  (0) New APN
@ Update time box access password e ‘ &
4 | box connect service with () Ethemet (@) 4G | 5
& Blink
) Get machine code

® Use Ethernet and WIFI to network

At this time, Ethernet is used to connect to the intranet, and WIFI is used to connect to the cloud.

Dark color version  Light color version Operation guide
Network Operation
PC connect box with configuration remain
(© USB:Download (@) Local network
Server | Europe v
box IP address
Enable TCP IP scanning [W] Enable Ethemet
192.168.28.63 “ (O DHCP (@ Useastatc [P address
284 5
192.168.28.207 2 IP address 1921682863 Subnetmask ~ 255255255.0
192 168 28 63 Default gateway  192.168.28.1 Preferred DNS s server
Alternate DNS s. Enter DNS server

Coatig network 3 Enable WIFI ~ WIFIname | XX000X¢ ["]® @  WiFlpassword | s | |®

@ DHCP (O Use a static IP address

H | &

Detection network

box access password | sssees |<y,
® Update firmware
4 I box connect service with  (O) Ethernet (@) WIFI | 5
@ Update time
=
o] Blink
) 5et machine code

Update firmware

After clicking to update firmware, a pop-up prompts that the new firmware is available, click the Yes
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button to update.

Note: After choosing to update firmware, be sure to wait for V-BOX to restart automatically, without

powering off in the middle.

Dark color version t color version | peraion gu
Operation
192 16828 207 a2 remain Bl
192.168.28.63 Please connect Box to pc with USB cable or local network
Please connect Box to pc with USB cable or local network
192.168.28.207 Detected V-BOX 8-NG
V04001190618001a2d12a5454df
Stopping box
_l Checlkine versinn of fireware
Alert
@3 versions01-1.0.1.20071501 Detect new firmware 501-1.0.1.20090401
Update them or not?
: 1
@ 2 Yes Mo
O
Ready |cap [num [scrRL

After V-BOX is restarted, it has been updated to a penetrable version and could be passthrough.
Update time

After the restart is complete, click Update time to ensure that V-BOX time is correct (if V-BOX time is
much different from the current time, it will cause VPN passthrough failured).
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192.168.28.63

192.168.28.63

192.168.28.207

8]

Operation
remain

Detected V-BOX S-NG
V04001190618001a2d12a5454df
Detected V-BOX 5-00
V0100118112401506bc8025blec
Detected V-BOX S-00
V0100118112401506bc8025blec 2

Dark color version Light color version Operation guide

clear

Updating system tune of box
The set time zone 1s the same as the time zone in the box. no need to reset
Success to update system time of box

@3 Config network
o Detection network
@ Update firmware
Update time
(_‘) Blink

g Get machine code

Ready

|cap [NUM [scRL

4. PC

Run the program

After decompressing the PC program compression package, enter the directory and double-click to

run the program.
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» Vpn PCclient » v O | EE"Vpn. P
i & = SIS i
conf 2020-09-08 17:30 i
t crt 2020-09-08 11:09 gl
log 2020-09-08 11:09 i
J B4 2020-09-08 11:06 Sriss
x86 2020-09-08 11:06 Srigse
%] liberypto-1_1. 0-04-17 17:42 A2
liberypto-1_1.dll 2020-04 2 HEETE
4] libpkes11-helper-1.dll 2020-04-20 10:50 REEFETEB
. 4] libssl-1_1.dll 2020-04-17 17:42 MFREFTE
T I.-'_-. o2, £ -04-17 15:05 .-E-% %: 2 E
tchyOmega-Chromiu & lzo2.dl 2020-0 a:0 T2
%] mfc120.dll 2013-10-05 2:38 MFEFT B
i mswve ; M3-10-05 2:3 R TR
' p120.dll 2 0-05 2:38 HEETE
[ mswer100. 2019-08-26 17:10 R
I 100.dll 2019-08-26 0 B2
= 2] msver120.dIl 2013-10-22 13:13 MERERFTE
pr— %] msver120d.dil 2013-10-05 2:38 HREFTE
5] pthreadvco d 2012-05-27 1:36 TR
ik VpnULexe 2020-09-03 21:35 RFEES
#=
5
6
7 oK >

Use the V-NET account to log in on the login interface.

4 V-Box VPN Tool-Login X

I

I
Language |english j ]
Username

P
Password [

Login
I

Main interface introduction

After successful login, the main interface parts are as follows
1. Title bar: Display the currently logged-in user.
2. V-BOX list : Display V-BOX information that the currently logged-in user could passthrough.

8 WECON Technology
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3. The operation panel contains the following parts

Y

Progress bar: indicates the progress of the operation.
Remote LAN IP input box: Fill in the Remote LAN IP.

Y

» Operation buttons: used to start penetration, end penetration, refresh status, exit and other
operations.
4. Status bar: Contains operation status, total number of devices/online/penetration number, local
penetration device, copyright, and version information.

If-Box VPN Tool-Login asweikt@we-con.com.cn I ‘I = X
D | v-Box | status | pevice @
@1 S-00 Online V0100118112401506bcB025blec
Remote LAN IP (option) 1192'138'28'?71

*IP on remote local network when VPN connected.

Connect

Refresh

3
Exit

 itahzed =0 . 4 il Powered E}f Wecon Te.chnc.u-i.ogy Co., Ltd. [v0.2.9.20090201
Start penetration demonstration
® step
1. Select V-BOX in the "online" state in the V-BOX list.
2. Fill in the LAN IP (please refer to how to "Remote LAN IP").
3. Click the "Connect" button.
® Icon
Start to passthrough:
9 WECON Technology
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V-Box VPN Tool-Login asiweikt@we-con.com.cn . x

D |vBox | status | Device 1D | |

@1 5-00 Online V0100118112401506bcB025blec |

1 9 Remote LAN TP (option) 182.138.28.77
*IP on remote local network when VPN connected.
3 Connect Discormect
Refresh
Exit

Initialized |Loca| | |P0wered by Wecon Technology Co., Ltd. !V0.2.9.20090201

During passthrough, please refer to the progress bar and status bar to understand the passthrough
progress:

10 WECON Technology
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V-BOX
V-Box VPN Tool-Login asiweikt@we-con.com.cn = x
e — I
D V-Box Status Device ID |.llll.llll.l.l
Online V0100118112401506bcB025blec
Remaote LAN IP (option) |192'138'28'?7
*IP on remote local network when VPN connected.
Connect Disconnect
Refresh
Exit
Cannecting VPN... I |Loca| | |P0wered by Wecon Technology Co., Ltd. !V0.2.9.20090201

After the passthrough is successful, the status bar prompts the corresponding information:

11
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V-Box VPN Tool-Login asiweikt@we-con.com.cn . x
D V-Box Status Device ID
&1 5-00 VPN connected V0100118112401506bcB025blec
Remote LAN IP (option) 182.138.28.77

*IP on remote local network when VPN connected.

Disconnect

Refresh

WEnEE=a

Exit

VPN connected |Loca| 5-00 Powered by Wecon Technology Ca., Ltd. V0.2.9.20090201

How to choose Remote LAN IP?

1. For PLC and PC LAN using different network segments:

If the PLC is directly connected to the V-BOX, all IPs not used by the PLC can be used in the
network segment where the PLC is located.

If the PLC and V-BOX are connected through a router or switch, in the network segment where
the PLC is located, all idle IPs that are not used by the PLC and other devices on the network where
the PLC is located can be used.

2. For PLC and PC LAN using the same network segment:

If the PLC is directly connected to the V-BOX, in the network segment where the PLC is located, all
idle IPs that are not used by the PLC and other devices on the network where the machine is located
can be used.

If the PLC and V-BOX are connected through a router or switch, in the network segment where
the PLC is located, all idle IPs that are not used by the PLC, other devices on the network where the
PLC is located, and other devices on the network where the PC is located can be used.

Note: If the selected IP is already occupied, it will affect the use of the penetration function.

12 WECON Technology
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S
I ]
1
o I VBOX
FPC | %
y VSERVER VYSERVER ! :
]
| | -
]
| VSERVER '
' WVPN .
Nms i s [ e o) Dm—
XX
CLIENT
Direct connection between V-BOX and CLIENT
e .
| i VBOX.
! I 4'
=. . VSERVER VSERVER |
PC | J |
! |
| VYSERVER 1
' WVPN | >
1
i i il
AR,
Xxxm XX XX
CLIENT CLIENT CLIENT

V-BOX and CLIENT are connected via router or switch

End passthrough demonstration

® step

1. In V-BOX list, select V-BOX that is in the state of "VPN connected" and that is passthrough by the
machine.
2. Click the "Disconnect" button.

® Icon
End passthrough:

13 WECON Technology
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V-BOX
V-Box VPN Tool-Login asiweikt@we-con.com.cn . x
D |vBox | status | Device 1D |
&1 5-00 VPN connected V0100118112401506bcB025blec !
Remaote LAN IP (option) 182.138.28.77
*IP on remote local network when VPN connected.
Connect Disconnect
Refresh
Exit
VPN connected Il_ocal ?S—OO IPo'wered by Wecon Technology Co., Ltd. EVO.2.9.20090201

Refresh status demonstration

® step
1. Click the "Refresh" button.
® |con

Refresh status:

14
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V-Box VPN Tool-Login asiweikt@we-con.com.cn = x
e —
1D V-Box Status Device ID I |.llll.llll.l
&1 5-00 VPN connected V0100118112401506bcB025blec
Remaote LAN IP (option) |192'168'28'?7
*IP on remote local network when VPN connected.
Connect Disconnect
Refresh
Exit
Refreshing... t_ocal iS—OO |P0wered by Wecon Technology Co., Ltd. !V0.2.9.20090201

After the refresh is successful, the status bar prompts the corresponding information:

15 WECON Technology
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V-Box VPN Tool-Login asiweikt@we-con.com.cn . x

D V-Box Status Device ID

&1 5-00 VPN connected V0100118112401506bcB025blec

Remote LAN IP (option) 182.168.28.77
*IP on remote local network when VPN connected.
Disconnect
Refresh
Exit

Ready 'JJCE| :S—OD Powered by Wecon Technology Ca., Ltd. V0.2.9.20090201

State type

V-BOX has five states:

1. Offline (gray icon): VPN passthrough is not possible.

2. Online (green icon): VPN passthrough status is available.

3. VPN connecting (yellow icon): VPN passthrough status.

4. VPN reconnecting (red icon): VPN reconnecting status due to network and other reasons.
5. VPN ending (blue icon): VPN ending status due to end passthrough.

Exit the program demo

® step
1. Click the "Exit" button.
® |con

exit the program:

16 WECON Technology
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V-Box VPN Tool-Login asiweikt@we-con.com.cn . x
V-Box Status Device ID
5-00 VPN connected V0100118112401506bc8025blec T
Remaote LAN IP (option) 182.168.28.77
*IP on remote local network when VPN connected.
Connect Disconnect
Refresh
Exit
Ready Local iS—OO Powered by Wecon Technology Ca., Ltd. V0.2.9.20090201
17 WECON Technology
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